How-to Enable (D)TLS Certificate Revocation Checking?

By default SNMP4J does not perform certification revocation checking when establishing or accepting DTLS or TLS connections.
To enable revocation checking, there are basically three options:
1. Provide a CRL file for the cert path checking

2. Use OCSP revocation checking
3. Other cert patch checking

CRL

CRL File (OpenSSL Format)

/1 Enabl e revocation checking in Java PKI (cannot be changed again in runtine):
System set Property("com sun. net. ssl.checkRevocation", "true");

TLSTM t | st mCommandSender = new TLSTM);

t | st mComamrmdSender . set Ser ver Enabl ed(f al se);

/1 Activate CRL checking for command sender:

t | st mConmmandSender . set X09Certi fi cat eRevocati onLi st URl (get C ass().get Resource("tls/crl_servers. pem).toURl ().

toString());

TLSTM t | st nCommandResponder = new TLSTM new Tl sAddress("127.0.0.1/0"));
/1 Activate CRL checking for conmand responder:
t | st mCommandResponder . set X09Certi fi cat eRevocati onLi st URI (get C ass(). get Resource("tls/crl_clients.pent).toURI().

toString());

OCSP

OSCP Revocation Checking

System set Property("com sun. net. ssl.checkRevocation", "true");
Security.setProperty("ocsp. enable", "true");

Cert Path Validation



Custom Cert Path Checking

/**

* Creates a default revocation checker with CRL check only (no OCSP) and check is limted to end entity
only.

* @eturn
* a sinple revocation checker to be used with {@ink #set PKI XRevocati onChecker ( PKI XRevocati onChecker)}.
*/

publ i c PKI XRevocati onChecker creat eDef aul t PKI XRevocat i onChecker () {
Cer t Pat hBui | der cpb;
try {
cpb = CertPat hBuil der. get | nstance(Trust Manager Fact ory. get Def aul t Al gorithm());
} catch (NoSuchAl gorithnException e) {
t hrow new Runti meException(e);
}
PKI XRevocat i onChecker revocati onChecker = (PKI XRevocati onChecker)cpb. get Revocati onChecker();
/1 Rel axed checking - avoid OCSP because of 33% overhead on TLS connection creation:
revocat i onChecker. set Opti ons( Enunfet . of (
PKI XRevocat i onChecker. Opti on. PREFER CRLS, // prefer CLR over OCSP
PKI XRevocat i onChecker. Opti on. ONLY_END_ENTI TY,
PKI XRevocat i onChecker. Opti on. NO FALLBACK)); // do not fall back to OCSP
return revocationChecker;

TLSTM tl stm = new TLSTM);
tl st m set Server Enabl ed(f al se);
tl st m set PKI XRevocat i onChecker ( cr eat eDef aul t PKI XRevocat i onChecker) ;
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