How to migrate from SNMP4J-Agent 2.x to 3.x?

When upgrading from SNMP4J-Agent 2.x to 3.x some changes to your existing code might be necessary, which are described here:

Migration Tasks

Custom ManagedObjects should implement new GenericManagedObject Interface

SNMP4J-Agent 3 introduces a new interface Gener i cManagedCbj ect which needs to be implemented by a ManagedObj ect to be found by the agent (
Conmmand handler respectively).

The following SNMP4J-Agent classes already implement Gener i cManagedQbj ect :

MOScal ar

Def aul t MOTabl e
MOSubt r eePr oxy
St ati cMOGr oup

If your class extends one of these, you do not have to change anything. Otherwise, please implement Gener i cManagedbj ect instead ManagedObj ect .

@ Do not forget to implement GenericManagedObject interface

If you do not implement GenericManagedObiject for your ManagedObject, then it will not be found during MIB walk or for a GET request. It is
then not accessible for SNMP requests.

@ You can use generics even more precisely in your ManagedObject code if you overload the methods of the GenericManagedObject interface
like AgentXNode of SNMP4J-AgentX version 3 does:

public void prepare(SubRequest <?> request) {
prepar e( ( SnnpRequest . SnnpSubRequest ) r equest) ;

public void prepare(SnnpRequest. SnnpSubRequest request) {
addAgent XSet 2Queue(request) ;
mar kAsPr ocessed(request);

SNMP4J ArgumentParser Interface

® The interface of the or g. snnp4j . uti | . Argunent Par ser has changed. Especially, the par se method now returns Map<St ri ng,
Li st <Cbj ect >> instead Map<St ri ng, Li st <?>> in version 2.x.
® You need to change your source code accordingly, although this API change is binary compatible.

MOChangeEvent Granularity Changed

1. MOChangeEvent in SNMP4J-Agent version 3.0 and later is fired by Def aul t MOTabl e for row level changes too!

2. In version 2.x and earlier, MOChangeEvent was fired on Var i abl e updates only. If fired in the prepare phase of a SNMP SET request
processing it was "deniable" and if fired after then commit it was not deniable.

3. Inversion 3.1 and later, in addition to (2.) row level changes (added row, updated, and deleted rows) are fired as MOChangeEvent s with a
special O dType i ndex.

4. Note: In version 3.0.x, the new fields G dType and Modi fi cat i on were not set for MOChangeEvent s fired on behalf of (2.). In version 3.1 or
later G dType is always setto O dType. i ndex and Mbdi fi cati on is deducted from the Var i abl e change that happened.

5. If you trigger operations like writing MIB table objects to disk that itself modify those tables on row level, then you will need to ignore MOChangeEv
ent s while these operations execute - at least you will have to ignore all MOChangeEvent s with O dType. i ndex in order to retain the same
behaviour of your existing code as with SNMP4J-Agent 2.x or earlier.

UsmUserTable

The UsnM B implementation of the UsniJser Tabl e will no longer store authentication and privacy passphrase in persistent storage and memory! That
means any USM users in an agent need to be localised.

Loading Users from Properties File



When creating users in the USM using the PropertyMOInput you now can specify the localisation engine ID as shown in the following example that creates
an user using passphrases:
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# Add this user localized without storing

snnp4;j .

Alternatively, the localised keys can be specified directly:

# Caution: This user will not work if the
f2
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snnp4j . agent.cfg.value.1.3.6.1.6.3.15.1.2
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Config files from SNMP4J-Agent v2.x will still work, but it is recommended to explicitly set the localisation engine ID to ensure that the localisation takes
place when the configuration is being loaded and not later when the user is actually used first (which could leave the plain text passphrases in memory of

the agent).

If you load USMusers from a properties file after the agent has been initialised one of the following approaches have to be used to avoid USM
data corruption:

1. Remove existing user rows from the USM before loading rows from the properties file.
2. Ensure that you specify all UsmUser Tabl e columns from 0 to 15 with values or null (empty value part) to make sure, existing data in
the agent's row is consistently overwritten.

Related articles

® How and why to migrate from SNMP4J-Agent DefaultMOPersistenceProvider to MOXodusPersitenceProvider?
® How to migrate from SNMP4J-Agent 2.x to 3.x?


https://doc.snmp.app/pages/viewpage.action?pageId=70418446
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