How-to implement SNMPv3 GETNEXT with SNMP4J?

The following code implements a simple SNMPv3 GETNEXT operation using USM and an user with SHA256 authentication protocol and AES128 privacy
protocol. Feel free to extend and adapt this code in your project:

SNMPv3 GETNEXT
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_##
_## SNWP4J - UsnCet Next.java

_##

_## Copyright (C 2019 Frank Fock (SNWP4J. org)
_#i#

_## Licensed under the Apache License, Version 2.0 (the "License");

_## you may not use this file except in conpliance with the License.

_## You nmy obtain a copy of the License at

_##

_## http://ww. apache. org/licenses/ LI CENSE- 2.0

_##

_## Unless required by applicable law or agreed to in witing, software

_## distributed under the License is distributed on an "AS I S" BASI S,

_## W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
_## See the License for the specific | anguage governing pernissions and

_## limtations under the License.

_##

_ B |

package org. snnp4j. get next;

inport org.snnp4j.*;

i mport org.snnmp4j.event. ResponseEvent;

i mport org.snnmp4j.event. ResponselLi st ener;
i nport org.snnp4j .| og. Consol eLogFact ory;

i mport org.snnmp4j .| og. LogFactory;

inport org.snnp4j.|og. LogLevel;

i nport org.snnp4j.np. MPv3;

i mport org.snnmp4j.np. SnnpConst ant s;
inport org.snnp4j.security.*;

import org.snmpd4j.sm.*;

import org.snnmp4j.transport. Defaul t UdpTransport Mappi ng;

import java.io.|CException;
inport java.util.Arraylist;
inport java.util.List;

public class UsnCet Next {

private Snnp snnp;
private USM usm

public UsnGet Next () {
Consol eLogFact ory consol eLogFactory = new Consol eLogFactory();
consol eLogFact ory. get Root Logger (). set LogLevel (LogLevel . DEBUG) ;
LogFact ory. set LogFact ory(consol eLogFact ory);

}

public void initSnnp() throws | CException {

snnp = new Snnp();

snnp. get MessageDi spat cher () . addCommandResponder (new ConmandResponder () {
@verride
public <A extends Address> voi d processPdu( ConmandResponder Event <A> commandResponder Event) {

System out . printl n(commandResponder Event.toString());

}

s

/1 Very inportant to add snnp as conmmand responder which will finally process the PDU
snnp. get MessageDi spat cher (). addCommandResponder ( snnp) ;



snnp. addTr anspor t Mappi ng( new Def aul t UdpTr anspor t Mappi ng( new UdpAddress(0)));
snnp. get MessageDi spat cher (). addMessagePr ocessi nghodel (new MPv3());
SecurityProtocol s. getlnstance().addDef aul t Protocol s();

CctetString | ocal Engi nel D = new Cctet String(MPv3. creat eLocal Engi nel () ) ;
usm = new USM SecurityProtocol s. getlnstance(), |ocal EnginelD, 0);

usm set Engi neDi scover yEnabl ed(true);

Securi tyModel s. get I nstance().addSecurityMdel (usn;

snnp. get MessageDi spat cher () . addMessagePr ocessi nghbdel (new MPv3(usm get Local Engi nel D() . get Val ue()));
snnp. listen();

public void next(String address, String contextNane, String securityNang,
String authPassphrase, String privPassphrase, String... oids) throws | CException {
UsnlJser usniser = new UsnlJser (new Cctet String(securityNane),
Aut hHMAC192SHA256. | D, new Cct et Stri ng(aut hPassphrase),
Pri vAES128. 1D, new Cctet String(privPassphrase));
usm addUser (usniJser) ;

Li st <Vari abl eBi ndi ng> oi dLi st = new ArraylLi st<>(oi ds.|ength);
for (String objectID : oids) {

oi dLi st . add( new Vari abl eBi ndi ng(new O D(objectID)));
}

Addr ess target Address = Generi cAddress. parse(address);

Tar get <Addr ess> user Target = new User Target <>();

user Tar get . set Addr ess(t ar get Addr ess) ;

user Target.setRetries(1);

/] set tinmeout to 500 milliseconds: 2*500ms = 1s total timeout
user Tar get . set Ti meout (500) ;

user Tar get . set Ver si on( SnnpConst ant s. ver si on3) ;

user Target . set Securi tylLevel (SecuritylLevel . AUTH PRI V);
user Tar get . set Securi t yName(usnUser. get SecurityNanme());

ScopedPDU scopedPDU = new ScopedPDU() ;
scopedPDU. addAl | (oi dLi st);
scopedPDU. set Cont ext Name(new Cct et St ri ng(cont ext Nane) ) ;
Responseli st ener responseli stener = new ResponseListener() {
@verride
public synchroni zed <A extends Address> voi d onResponse( ResponseEvent <A> responseEvent) {
/| Free resources we will not wait for further events
snnp. cancel (responseEvent. get Request (), this);
/] Process response here:
if (responseEvent. get Response() != null) {
System out. println("Received: "+responseEvent. get Response());
}
el se {
if (responseEvent.getError() !'= null) {
Systemerr.printin("Error: "+responseEvent.getError());
}
el se {
Systemerr.printlin("Tinmed out.");
}
}
notify();
}
i
synchroni zed (responselistener) {
snnp. get Next (scopedPDU, userTarget, null, responselListener);
try {
responseLi st ener . wai t (500000) ;
} catch (InterruptedException e) {
e.printStackTrace();
}

}

public static void main(String[] args) {
if (args.length < 5) {
Systemout. println("Usage: UsnGetNext <address> <secNane> <aut hPassphrase> <pri vPassphrase>
<oid>..");



System out. println("where <address> is of the form ' udp: <hostname>/ <port>'");
}
String target Address = args[O0];
String context = "";
String securityName = args[1];
String aut hPasssphrase = args[2];
String privPasssphrase = args[3];
String[] oids = new String[args.length - 4];
System arraycopy(args, 4, oids, 0, args.length - 4);
UsnGet Next usnGet Next = new UsnGet Next () ;
try {
usnGet Next . i ni t Snp() ;
usnGet Next . next (t ar get Address, context, securityNanme, authPasssphrase, privPasssphrase, oids);
} catch (I OException e) {
e.printStackTrace();
}

@ Download the full UsmGetNext sample project from https://snmp.app/dist/snapshot/org/snmp4j/snmp4j-getnext/1.1.0-SNAPSHOT/

The following Unix Diff code block illustrates which changes to the above code have to be made to use the new DirectUserTarget (SNMP4J 3.4.0 or later)
to directly specify an USM user without prior adding it to the local USM storage (table):

--- Jvar/folders/s_/ 7] xt pzc55t 19sn2_qgnt 9r mth0000gn/ T/ f JLNBb_UsnCet Next . j ava 2020- 03-06 22:29:22 +0000
+++ [var/fol ders/s_/ 71 xt pzc55t 19sn2_qgnt 9r m4h0000gn/ T/ DFI CAb_UsmCet Next . j ava 2020- 03-06 22:29:22 +0000
@@ -69,39 +69,39 @@

usm = new USM Securi tyProtocol s. getlnstance(), |ocal EnginelD, 0);

usm set Engi neDi scover yEnabl ed(true);

SecurityMdel s. getlnstance().addSecurityhodel (usm;

snnp. get MessageDi spat cher (). addMessagePr ocessi nghbdel (new MPv3(usm get Local Engi nel D() . get Val ue()));
snnp. listen();

public void next(String address, String contextNane, String securityNang,
String authPassphrase, String privPassphrase, String... oids) throws |Ckxception {
- UsniJser usniser = new Usnlser (new Cctet String(securityNane),
- Aut hHVAC192SHA256. | D, new Cctet Stri ng(aut hPassphrase),
- Pri vAES128. 1D, new Cctet String(privPassphrase));
- usm addUser (usniJser) ;

Li st <Vari abl eBi ndi ng> oi dLi st = new Arrayli st <>(oids.|ength);
for (String objectID : oids) {

oi dLi st. add( new Vari abl eBi ndi ng(new O D(objectID)));
}

Address target Address = Ceneri cAddress. parse(address);
- Tar get <Addr ess> user Target = new User Tar get <>();
byte[] targetEnginel D = snnp. di scover Aut horitativeEngi nel D(t arget Address, 1000);
if (targetEnginelD != null) {
UsnlUser Entry targetUser =
snnp. creat eLocal i zedUsmser Entry(t ar get Engi nel D, new Cctet String(securityName),
Aut hHMAC192SHA256. 1 D, Cctet String. fronttri ng(aut hPassphrase),
PrivAES128.1D, CctetString.fronString(privPassphrase));
Di rect User Tar get <Addr ess> user Target = new Direct User Tar get <>();
user Tar get . set Addr ess(t ar get Addr ess) ;
user Target.setRetries(1);
/] set tineout to 500 milliseconds: 2*500ms = 1s total timeout
user Tar get . set Ti meout (500) ;
user Tar get . set Ver si on( SnnpConst ant s. ver si on3) ;
- user Target . set Securi tylLevel (SecurityLevel . AUTH PRI V);
- user Target . set Securi t yNane(usniser . get Securi tyNane());

+ o+ o+ o+ o+ o+ o+


https://snmp.app/dist/snapshot/org/snmp4j/snmp4j-getnext/1.1.0-SNAPSHOT/

+ snnp. set Local i zedUser Credent i al s(user Target, targetUser);

ScopedPDU scopedPDU = new ScopedPDU() ;
scopedPDU. addAl | (oi dLi st);

scopedPDU. set Cont ext Nanme(new Cct et St ri ng(cont ext Nane) ) ;
Responseli st ener responseli stener = new ResponselListener() {

@verride

public synchroni zed <A extends Address> voi d onResponse( ResponseEvent <A> responseEvent) {
/| Free resources we will not wait for further events
snnp. cancel (responseEvent. get Request (), this);

/| Process response here:
@-119,31 +119,35 @@
b

synchroni zed (responselListener) {

snnp. get Next (scopedPDU, user Tar get,

try {
responseli st ener. wai t (500000) ;
} catch (InterruptedException e) {
e.printStackTrace();

null, responseli stener);

}
}
}
+ el se {
+ Systemerr.println("Timeout on engine |D discovery for "+target Address+", GETNEXT not sent.");
+ }
+ }
public static void main(String[] args) {
if (args.length < 5) {
Systemout. println("Usage: UsnCet Next <address> <secNane> <aut hPassphrase> <privPassphrase>
<oid>..");
System out. println("where <address> is of the form' udp: <hostname>/ <port>'");
}
String target Address = args[O0];
String context ="";
String securityNane = args[1];
- String aut hPasssphrase = args[2];
- String privPasssphrase = args[3];
+ String authPasssphrase = args[2].length() == 0 ? null args[2];
+ String privPasssphrase = args[3].length() == 0 ? null args[ 3];

String[] oids = new String[args.length - 4];
System arraycopy(args, 4, oids, 0, args.length - 4);
UsnCet Next usnet Next = new UsnGet Next () ;

try {
usnGet Next . i ni t Snnp() ;

usnGet Next . next (t ar get Addr ess, context,

} catch (I OException e) {
e.printStackTrace();
}
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