How to send a broadcast request for discovery of SNMP
entities?
To send a broadcast SNMP message to a target, simply

1. use a broadcast address as target
2. use SNMP v1, v2c, or v3 with noAut hNoPr i v security level (broadcast with authentication does not work obviously)
3. use the asynchronous response processing model of SNMP4J

For example:

Setup a Snmp instance and let it listen to responses

Transport Mappi ng transport = new Def aul t UdpTransport Mappi ng();
Sessi on snnp = new Snnp(transport);
USM usm = new USM SecurityProtocol s. getlnstance(),

new Cctet String(MPv3. createlLocal EnginelD()), 0);
SecurityModel s. get I nstance().addSecurityModel (usnj;
snnp. listen();

Create a broadcast target
Address target Address = Generi cAddress. parse("udp: 255. 255. 255. 255/ 161" ) ;

® SNMP vl

Communi tyTarget target = new ConmunityTarget();
target. set Communi ty(new CctetString("public"));
target. set Address(target Address);
target.setRetries(1);

target. setTi neout (5000);

target. set Versi on(SnnpConst ant s. versi onl);

® SNMP v2c

Communi tyTarget target = new CommunityTarget();
target.set Community(new Cctet String("public"));
target.set Address(target Address);
target.setRetries(1);

target. set Ti neout (5000);

target. set Versi on( SnnmpConst ant s. ver si on2c) ;

® SNMPvV3

User Target target = new UserTarget();
target.set Address(target Address);
target.setRetries(1);

target. set Ti neout (5000);

target. set Versi on(SnnmpConst ant s. versi on3) ;

target.set SecuritylLevel (SecurityLevel . NOAUTH_NOPRI V) ;
target. set SecurityNanme(new Cctet String("unsecUser"));

Create the PDU



PDU pdu = new PDU();

pdu. add( new Vari abl eBi ndi ng(new O D(new int[] {1, 3,6,
pdu. add( new Vari abl eBi ndi ng(new O D(new int[] {1, 3,6,
pdu. set Type( PDU. GETNEXT) ;

1,2,1,1,1})));
1,2,1,1,2})));

Send the message asynchronously

cl ass MyResponselLi stener inplenents Responseli stener {
bool ean fini shed = fal se;
public void onResponse( ResponseEvent event) {
Systemout. println("Received response PDU is: "+event.get Response());
if (event.getResponse() == null) {
finished = true;
listener.notify();
}
}

publ i c bool ean i sFinished() {
return finished;

}
b
M/ResponselLi stener |istener = new MyResponseLi stener() {
snnp. sendPDU( pdu, target, null, listener);
try {

while (!listener.isFinished()) {
l'istener.wait(target.getTineout()*2);
}
} catch (InterruptedException iex) {
System out. println("Request cancelled: "+i ex.get Message());

}
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