How

to use Diffie Hellman Key Exchange with SNMP4J?

As prerequisite please read RFC 2786 which proves necessary information about the exchange workflow and corresponding terms. The RFC is also
included in the spec directory of the SNMP4J distribution ZIP file.

The following code snippets provide some sample code taken from the SNMP4J-CLT tool illustrating how DH key exchange can be implemented using

SNMP4J:

DH Kickstart Init

private

int usnDHKi ckstartlinit() {

Li st <Cbj ect > user Nanes = settings.get("user");

Stri
Stri
Stri
Stri
Stri
ab
ab
try

ng privateKeysFilenane = (String) ArgumentParser.getVal ue(settings, "privateKeysFile", 0);
ng dhParanetersVal Arg = (String) ArgunmentParser.getVal ue(settings, "dhp", 0);
ng dhPropertiesPrefix = (String) ArgumentParser.getVal ue(settings, "dhx", 0);
ng aut hProtocol = (String) ArgunentParser.getVal ue(settings, SnnpConfigurator.O AUTH PROTOCOL, O0);
ng privProtocol = (String) ArgunentParser.getVal ue(settings, SnnpConfigurator.O PRI V_PROTCCOL, 0);
aut hO D = SnnmpConf i gur at or. get Aut hPr ot ocol G d(aut hProt ocol ) ;
priva D = SnnpConfi gurator. getPrivProtocol O d(privProtocol);
{
if (privateKeysFilename == null) {
Systemerr.println("Mandatory private keys file parameter not provided.");
return 1;
}
el se {
File privateKeysFile = new Fil e(privateKeysFil enane);
if (privateKeysFile.exists()) {
Systemerr.println("Private keys file
return 2;

+ privateKeysFile + must not exist");

}
el se {
Properties privateKeysProps = new Properties();
Properties publicKeysProps = new Properties();
Cctet String dhParanetersVal = CctetString. fronHexString(dhParanet ersVal Arg);
DHPar anet ers dhPar anet ers = DHPar anet er s. get DHPar anmet er sFr onBER( dhPar anet er sVal ) ;
Fi | eQut put St ream pri vat eKeysOS = new Fi | eQut put St rean( pri vat eKeysFil e);
for (QObject userName : userNames) {
KeyPai r keyPair = DHOper ati ons. gener at ePubl i cKey(dhPar anet ers);
CctetString z = DHOperati ons. deri vePubl i cKey(keyPair);
pri vat eKeysProps. put (dhProperti esPrefi x+DHOper ati ons. DH_PRI VATE_KEY_PROPERTY +user Nane,
DHOper at i ons. deri vePri vat eKey(keyPair).toString(16));
privat eKeysProps. put (dhProperti esPrefi x+DHOper ati ons. DH_PUBLI C_KEY_PROPERTY +user Nane,
z.toString(16));
publ i cKeysProps. put (dhProperti esPrefix+DHOper ati ons. DH_PUBLI C_KEY_PROPERTY +user Nane,
z.toString(16));
if (authOD!= null) {
privat eKeysProps. put (dhProperti esPrefi x+DHOper ati ons. DH_AUTH_PROTOCOL_PROPERTY

+user Narre,

authQ D.toDottedString());
publ i cKeysProps. put (dhProperti esPrefix+DHOper ati ons. DH_AUTH_PROTOCOL_PROPERTY +user Nane,
authQ D.toDottedString());
}
if (privOD!= null) {
privat eKeysProps. put (dhProperti esPrefi x+DHOper ati ons. DH_PRI V_PROTOCOL_PROPERTY

+user Name,

privO D.toDottedString());
publ i cKeysProps. put (dhPropertiesPrefix+DHOperati ons. DH_ PRI V_PROTOCOL_PROPERTY +user Name,
privO D.toDottedString());
}

}

Date now = new Date();

privat eKeysProps. store(privateKeysOS, "Diffie Hell man private keys generated "+now);

privat eKeysCsS. fl ush();

privat eKeysGCS. cl ose();

publ i cKeysProps. store(Systemout, "Diffie Hell man public keys generated "+now);

return O;

}
}

} catch (Fil eNot FoundException e) {

e.printStackTrace();


https://tools.ietf.org/html/rfc2786

return 3;
} catch (NoSuchAl gorithnException e) {
e.printStackTrace();
return 4;
} catch (I CException e) {
e.printStackTrace();
return 5;
} catch (InvalidAl gorithnParanet er Exception e) {
e.printStackTrace();
return 6;

DH Kickstart

private int usnDHKi ckstartRun() {
Cctet String dhKickstart = new Cctet String(DHOper ati ons. DH_KI CKSTART_SEC _NAME) ;
target. set SecurityName(dhKickstart);
snnp. get USM ) . addUser (dhKi ckstart, new Usmser (dhKi ckstart,
SnnmpConst ant s. usmNoAut hProt ocol, nul I,
SnmpConst ant's. usmNoPri vProtocol, null));
String dhParanmetersVal Arg = (String) ArgunentParser.getVal ue(settings, "dhp", 0);
Cctet String dhParanetersVal = CctetString. fromHexString(dhParanet ersVal Arg);
Li st <Cbj ect > user Names = settings.get("user");
String privateKeysFilename = (String) ArgunentParser.getVal ue(settings, "privateKeysFile", 0);
File privateKeysFile = new Fil e(privateKeysFil enane);
if (!privateKeysFile.exists()) {
Systemerr.printin("Private key file '"+privateKeysFil e+
return 1;

does not exist");

}
else if (!privateKeysFile.canRead()) {

Systemerr.printin("Private key file '"+privateKeysFile+"" cannot be read");
return 2;
}
String dhPropertiesPrefix = (String) ArgunentParser.getValue(settings, "dhx", 0);
if (dhPropertiesPrefix == null) {
Systemerr.println("Mandatory paranmeter 'dhx' with DH properties prefix is not set for DH kickstart
run");
return 3;
}
Properties privateKeysProps = new Properties();
Map<Cctet String, COctetString[]> privateKeyMap = new HashMap<>();
try {
DHPar anet ers dhPar anet ers = DHPar anet er s. get DHPar anet er sFr onBER( dhPar anet er sVal ) ;
Fi |l el nput Stream privat eKeysl S = new Fi |l el nput Strean(privat eKeysFile);
privat eKeysProps. | oad(privat eKeysl S);
for (Object key : privateKeysProps. keySet()) {
if (key.toString().startsWth(dhPropertiesPrefix+DHOperati ons. DH PRI VATE_KEY_PROPERTY)) {
String userName = key.toString().substring(dhPropertiesPrefix.|length()+
DHOper at i ons. DH_PRI VATE_KEY_PROPERTY. | engt h());
if (userNane.length() > 0 & (userNanes.contai ns(userNane) || (userNames.size() == 0))) {
String privateKeyHexString = privat eKeysProps. get Property(key.toString());
CctetString privateKeyCOctets = CctetString. fronString(privateKeyHexString, 16);
String publicKeyHexString = privateKeysProps. get Property(dhPropertiesPrefix+
DHOper at i ons. DH_PUBLI C_KEY_PROPERTY +user Nane) ;
String authProto = privateKeysProps. get Property(dhPropertiesPrefix+
DHOper at i ons. DH_AUTH_PROTOCOL_PROPERTY +user Nane) ;
String privProto = privateKeysProps. get Property(dhPropertiesPrefix+
DHOper ati ons. DH_PRI V_PROTOCOL_PROPERTY +user Nane) ;
CctetString publicKeyOctets = OctetString. fronString(publicKeyHexString, 16);
privat eKeyMap. put (publ i cKeyCct et s,
new CctetString[] { privateKeyCctets, new Cctet String(userNane),
(authProto == null) ? null : new CctetString(authProto),
(privProto == null) ? null : new CctetString(privProto) });



Map<Cctet String, COctetString[]> publicKeysMap =
DHOper at i ons. get DHKi ckst art Publ i cKeys(snnp, pduFactory, target, privateKeyMap. keySet());
for (Entry<CctetString, CctetString[]> publicKeyEntry : publicKeysMap.entrySet()) {
CctetString[] privateKeylnfo = privateKeyMap. get (publicKeyEntry. getKey());
Cctet String publicKeyCctets = publicKeyEntry. getVal ue()[0];
if (privateKeylnfo !'= null) {
KeyPai r keyPair = DHOperati ons. creat eKeyPai r (publ i cKeyEntry. get Key(), privateKeylnfo[O0],
dhPar aneters);
KeyAgr eement keyAgreement = DHOperations.getlnitializedKeyAgreenent (keyPair);
byte[] sharedKey =
DHOper at i ons. conput eShar edKey( keyAgr eenment, publ i cKeyCQct ets. get Val ue(),
dhPar aneters) ;
O D authProto = new O D( SnnpConst ant s. usmHVACVD5Aut hPr ot ocol ) ;
if (privateKeylnfo[2] != null) {
authProto = new O D(privateKeylnfo[2].toString());

}
QD privProto = new O D(SnnpConst ant's. usnDESPri vPr ot ocol ) ;
if (privateKeylnfo[3] != null) {
privProto = new O D(privateKeylnfo[3].toString());
}

System out. println(privateKeylnfo[ 1] +": ="+new Cctet Stri ng(sharedKey).toString(16)+"["+
aut hProt o+"; "+privProto+"]");
}
}

return O;

} catch (Fil eNot FoundException e) {
e.printStackTrace();
/1 should not happen
return 1;

} catch (I Cexception e) {
e.printStackTrace();
return 3;

DH Key Change

public static bool ean diffieHel | mannKeyChange(Snnp sessi on,

Target target,
PDUFact ory pduFactory,
byte[] enginel D,
CctetString user,
O D usnUser KeyChangeQ D,
O D protocol A D,
A D row ndex,
Cctet String newKey)

throws UsnmException, | OException, TineoutException {

if ((target == null) || (enginelD == null))
t hrow new UsnExcepti on(" Cannot determ ne SNWP engine ID', USM ENG NE_ID);

if (rowndex == null) {
row ndex = get Rowl ndex(engi nel D, user);
}
if (usmNoPrivProtocol.equal s(protocol O D) || usnmNoAut hProtocol . equal s(protocol O D)) {
PDU pdu = pduFactory. createPDU(target);
pdu. set Type( PDU. SET) ;
Vari abl eBi ndi ng vb = new Vari abl eBi ndi ng() ;
O D usnBSecurityProtocol OD = new O D(protocol OD);
usnBecuri tyProtocol O D. append(row ndex) ;
vb. set O d(usnBecurityProtocol O D);
vb. set Vari abl e(protocol O D);
ResponseEvent responseEvent = session.send(pdu, target);
PDU response = responseEvent. get Response();
if (response.getErrorStatus() != SnnpConstants. SNMP_ERROR _SUCCESS) {
t hrow new UsnException("Cannot set security protocol '"+protocolQD+"': " +
response. get Error StatusText (), USM SNVP_ERROR,
response. get ErrorStatus());



}
return true;
}
SecurityProtocol securityProtocol = SecurityProtocols.getlnstance().getSecurityProtocol (protocoldD);
if (securityProtocol == null) {
t hrow new UsnException("G ven security protocol "+protocol O D+" is unknown",
USM_SECURI TY_PROTOCOL_ UNKNOW) ;
}
/1 get DH public key and paraneters
PDU par anPDU = pduFactory. creat ePDU(t arget);
Vari abl eBi ndi ng[] vbs = new Vari abl eBi ndi ng[ 2] ;
vbs[ 0] = new Vari abl eBi ndi ng() ;
vbs[ 0] . set O d(usnDHPar anet ers) ;
O D usnUser DHUser KeyChangeO D = new O D( usniser KeyChangeQ D) ;
usniJser DHUser KeyChanged D. append(r ow ndex) ;
vbs[1] = new Vari abl eBi ndi ng() ;
vbs[ 1] . set O d(usmJser DHUser KeyChangeQ D) ;
par anPDU. addAl | (vbs);
/1 send it
par anPDU. set Type( PDU. GET) ;
ResponseEvent responseEvent = session. send(paranPDU, target);
PDU response = responseEvent. get Response();
if ((response.getErrorStatus() != PDU. noError) ||
(response.size() !'=2)) {
if (response.getType() == PDU. REPORT) {
t hrow new UsnException(" Cannot get usnDHParaneters value - " +
"recei ved REPORT PDU instead: " + response,
USM_REPORT, response);
} else {
t hrow new UsnException("Cannot get usnDHParaneters and usmiser DHUser Pri vKeyChange public value: " +
response. get Error StatusText (), USM SNWP_ERROR, response.getErrorStatus());
}
}
Vari abl e dhParanetersVal = response. get(0).getVariable();
Variable y = response. get(1).getVariable();
if ((y.getSyntax() != SM Constants. SYNTAX_CCTET_STRING ||
(dhPar anet er sVal . get Syntax() != SM Const ants. SYNTAX_OCTET_STRI NG ) {
t hrow new UsnException("Set privacy failed: usnDHParameters.O0 or usmniJser DHUser Pri vKeyChange. " +
row ndex.toString() + " do not exist.",
USM_USER_NOT_FOUND) ;
}
try {
DHPar anet ers dhPar anet ers = DHPar anet er s. get DHPar anet er sFr onBER( (COct et Stri ng) dhParanetersVal ) ;
KeyPair keyPair = DHOperations. generat ePubl i cKey(dhPar anet ers);
KeyAgr eenent keyAgreenent = DHOperations.getlnitializedKeyAgreenent (keyPair);
byte[] sharedKey = DHOperati ons. conput eShar edKey(keyAgreenent, ((CctetString)y).toByteArray(),
dhPar aneters);
CctetString z = DHOperati ons. deri vePubl i cKey(keyPair);

PDU pdu = pduFactory. createPDU(target);

vbs = new Vari abl eBi ndi ng[ 1] ;
vbs[ 0] = new Vari abl eBi ndi ng();
vbs[ 0] . set O d(usnlser DHUser KeyChangeQl D) ;
vbs[ 0] . set Vari abl e(new CctetString(((CctetString)y).getValue(),z.getValue()));
pdu. addAl | (vbs);
pdu. set Type( PDU. SET) ;
responseEvent = session.send(pdu, target);
response = responseEvent. get Response();
if (response == null) {

pdu = pduFactory. creat ePDU(t arget);

vbs[ 0] . set Vari abl e(new Nul I ());

pdu. add(vbs[0]);

pdu. set Type( PDU. CET) ;

responseEvent = session. send(pdu, target);

response = responseEvent. get Response();

if (response == null)

t hrow new Ti meout Exception("Ti meout on getting usnlser DHUser Pri vKeyChange." + row ndex.
toString() +
" after failed privacy key change");
if (response.getErrorStatus() != PDU. noError) {



}

t hrow new UsnException("Cannot get usnlser DHUser Pri vKeyChange." + row ndex.toString() +
" after failed privacy key change: " +

response. get Error St at usText (), USM SNVP_ERROR, response.getErrorStatus());
}
CctetString cp = (CctetString)
response. get (0) . get Vari abl e();
if (Arrays.equal s(((CctetString) y).toByteArray(), cp.getValue()))
t hrow new UsnException("Privacy key change failed for unknown reason.", USM KEY_CHANGE_FAI LED);

} else if (response.getErrorStatus() == PDU.inconsistentVal ue) {
return false;
} else if (response.getErrorStatus() != PDU noError) {
t hrow new UsnException("Setting new privacy password failed: " +
response. get Error StatusText (), USM SNWP_ERROR, response.getErrorStatus());
}
el se {
byte[] usnKey = DHOperations. deri veKey(sharedKey, securityProtocol.get MaxKeyLength());
newKey. set Val ue(usnKey) ;
}

return true,

catch (1 OException iox) {

/1 TODO
i ox.printStackTrace();
return false;

} catch (InvalidAl gorithnParaneterException | NoSuchAl gorithnException e) {

}

e.printStackTrace();

return false;
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