How to configure SNMPv3 users with same name but
different passphrases?

If a SNMPv3 security name is used by different agents (comand responders), it is necessary to localize the keys (passphrases) per agent. Key
localization needs the authoritative engine ID of the target agent for the computation of the localized keys.

If agents do not use static engine IDs (which is not conforming to the SNMPv3 standard), this approach is not feasible because the engine ID might have
changed between computation. In this case, a separate USM instance is required for each such agent.

The code snippets below illustrate these two approaches:

Key Localization

Cctet String sharedUser Name = new Cctet String("sharedUser");

Target[] targets = <some SNMPv3 SecureTarget instances>

Def aul t UdpTr ansport Mappi ng transport = new Def aul t UdpTr ansport Mappi ng() ;
Snnp snnp = new Snnp(transport);

snnp. listen();

/1 discover engine |Ds and add | ocalized users
SecurityProtocols secProtocols = SecurityProtocols. getlnstance();
for (int i=0; i<targets.length; i++) {
Target t = targets[i];
byte[] enginel D = snnp. di scover Aut horitativeEngi nel D(t.get Address(), t.getTinmeout());
Cctet String authKey = new Cctet String("nmd5Passphrase");
aut hKey = securityProtocol s. passwordToKey( Aut hMD5. get I D(), aut hKey, engi nel D. getVal ue());
CctetString privKey = new Cctet String("desPassphrase");
privKey = securityProtocols. passwordToKey(PrivDES. getlD(), AuthMD5.getlD(), privKey, eginelD.getValue());
snnp. get USM ) . addLocal i zedUser (engi nel D, shar edUser Naneg,
Aut hMD5. get I D(), aut hKey,
PrivDES. get1 (), privKey);

USM Separation



SecurityProtocol s. getlnstance().addDef aul t Protocol s();

Def aul t UdpTr anspor t Mappi ng transportC usterl =

new Def aul t UdpTr ansport Mappi ng( new UdpAddress("0.0.0.0/0"));
Def aul t UdpTr ansport Mappi ng transportC uster2 =

new Def aul t UdpTr ansport Mappi ng( new UdpAddress("0.0.0.0/0"));

MessageDi spat cher di spd usterl = new MessageDi spat cherlnpl ();
MessageDi spat cher di spCluster2 = new MessageDi spat cherlnpl ();

Snnp snnpd usterl = new Snnp(di spd usterl, transportC usterl);
Snnp snnpCl uster2 = new Snnp(di spCluster2, transportC usterl);

di spd ust er 1. addMessagePr ocessi nghbdel (new MPv1());
di spCl ust er 2. addMessagePr ocessi nghbdel (new MPv2c());
| ocal Engi nel D1 = new Cctet Stri ng(
MPv3. creat eLocal Engi nel D{new Cctet String("d usterl1l"+
SystemcurrentTineMI1is())));
| ocal Engi nel D2 = new Cctet String(
MPv3. cr eat eLocal Engi nel D{new Cctet String("d uster2"+
SystemcurrentTimeMI1is())));

USM usnCl uster 1 new USM SecurityProtocol s. getlnstance(), |ocal Enginel D1, 0);
USM usnCl uster2 = new USM SecurityProtocol s. getlnstance(), |ocal Engi nel D2, 0);

di spC ust er 1. addMessagePr ocessi ngvbdel (new MPv3(usnCl usterl));
di spd ust er 2. addMessagePr ocessi nghbdel (new MPv3(usnCl uster?2));

snmpCl ust er 1. get USM) . addUser ( shar edUser Nane,
Aut hMD5. get I D(), new Cctet String("nd5Passphrase"),
Pri vDES. getl (), new COctet String("desPassphrase"));
snnpd ust er 2. get USM ) . addUser ( shar edUser Nane,
Aut hMD5. get I D(), new Cctet String("nd5Passphrase"),
Pri vDES. getl D(), new Cctet String("desPassphrase"));

transportClusterl.listen();
transportC uster2.listen();
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