How to use AgenPro generated MIB objects with
multiple SNMPv3 contexts?

Reading this article is recommended if you want to use SNMP4J-Agent Manged Objects (MIB) objects like MOScalar and MOTable with multiple SNMPv3
contexts in your agent.

Background

In SNMPv3 the concept of using contexts is generally used to separate MIB data into different virtual MIBs named by the context name. As a
consequence, a basic requirement for the MIB instrumentation is, that the data content is separated by the contexts. With SNMP4J-Agent you have
basically three options to realize this requirement:

1. For each context create a separate ManagedCbj ect instance and register it with the target context using MOSer ver . r egi st er.

MOScal ar nyScal ar Obj ACont ext1 = new MyScal ar Cbj A(. .);
MOScal ar nyScal ar Obj ACont ext 2 = new MyScal ar Cbj A(..);

MOSer ver server = ..;
server.regi ster(nyScal ar Obj ACont ext1, new CctetString("contextl1"));
server.regi ster(nyScal ar Obj ACont ext 2, new Cctet String("context2"));

2. Use the same ManagedCbj ect instance for all target contexts by calling MOSer ver . r egi st er repeatedly for each context with the same
instance. The single instance is then responsible to deliver and update its content (MIB data) based on the context information given in the Manag
ed(bj ect. get, . next,.prepare,.comit,.undo, and. cl eanup SubRequest parameter in the MOScope (in fact it is then a MOCont ext S
cope) member.

CctetString contextl = new CctetString("contextl1");
CctetString context2 = new Cctet String("context2");

MOScal ar myScal ar Gbj A = new MyScal ar Obj A(..) {
public void get(SubRequest request) {
if (request.getScope() instanceof MOContextScope) {
MOCont ext Scope scope = (MOCont ext Scope) r equest . get Scope() ;
if (contextl.equal s(scope.getContext()) {
/1 return value fromcontextl

}
else if (context2.equal s(scope.getContext()) {
/1 return value from context2

}
el se {
/1 cannot be reached

}

}

MOSer ver server = ..;
server.register(nyScal ar bj A, contextl);
server.regi ster(nyScal aroj A, context?2));

3. Any combination of the above two approaches will work too.

Step-by-step guide

1. Let AgenPro generate the MIB object stub and agent main code as described in: Generate code for SNMP4J-Agent with AgenPro.
2. Edit the Agent.java file (or modify the AgenPro template) as follows:
a. Define the context values you want to support in the agent:


https://doc.snmp.app/display/SNMP4J/Generate+code+for+SNMP4J-Agent+with+AgenPro

/1| : AgenPro| =menber s

CctetString contextl = new CctetString("ctx1");
CctetString context2 = new Cctet String("ctx2");
/1| AgenPro: |

b. Add the contexts to the MOServer instance(s) you use in the agent:

public static void nain(String[] args) {
/1| : AgenPro| =nai n
server. addCont ext (cont ext1);
server . addCont ext (cont ext 2) ;
def aul t Mai n(args) ;
/1] AgenPro: |

c. Register your MIB object instances for each context separately (as explained above in the Background section):

protected void registerMBs()
{
/1] :AgenPro| =regi sterBefore
try {
/] Create a new instance per generated M B nodul e (you can use different MOFactory
i nstances per context if needed):
Snnp4j Agent Tutorial Mb tutorial MbCtx1l = new Snnp4j Agent Tut ori al M b(get Factory());
tutorial MbCtx1.regi sterMOs(server, contextl);
Snnp4j Agent Tutorial Mb tutorial MbC x2 = new Snnp4j Agent Tutori al M b(get Factory());
tutorial MbCtx2.regi sterMXs(server, context?2);
} catch (DuplicateRegi strationException drex) {
| ogger.error("Duplicate registration: "+drex.getMessage()+"."+
" MB object registration may be inconplete!", drex);

/1] AgenPro: |

}

3. Configure the SNMPv3 View-based Access Control Model (VACM) MIB to allow SNMPv3 (and/or SNMPv1/2vc) users to access the new non-
default contexts:



public void run() {
/1 initialize agent before registering our own nodul es
agent.initialize();
/1 this requires sysUpTine to be avail able.
regi sterMBs();
/1 add proxy forwarder
agent . set upPr oxyFor war der () ;
/1 now continue agent setup and launch it.
agent.run();

/1| : AgenPro| =run

VacnmM B vacm = agent . get VacnM B() ;

vacm addAccess(new Cctet String("v3group"), contextl,
Securi t yMbdel . SECURI TY_MODEL_ANY,
SecuritylLevel . AUTH PRIV,
Mut abl eVACM VACM _MATCH_EXACT,
new CctetString("unrestrictedReadView'),
new CctetString("unrestrictedWiteView'),
new CctetString("unrestrictedNotifyView'),
St or ageType. nonVol atil e);

vacm addAccess(new Cctet String("v3group"), context2,
Securi t yMbdel . SECURI TY_MODEL_ANY,
SecuritylLevel . AUTH PRIV,
Mut abl eVACM VACM _MATCH_EXACT,
new CctetString("unrestrictedReadView'),
new CctetString("unrestrictedWiteView'),
new CctetString("unrestrictedNotifyView'),
St or ageType. nonVol ati l e);

/1] AgenPro: |
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® How to use AgenPro generated MIB objects with multiple SNMPv3 contexts?
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https://doc.snmp.app/display/SNMP4J/Simulate+MIB+modules+in+AgenPro
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